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Why Is the E|CIH

The Best Incident
Handling Certification

For Any Cybersecurity Professional?

Learn About the Key Features, Benefits,
and Modules
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1y | KEY FEATURES

0 Pages in the Comprehensive Student

Manual

e lllustrated Instructor Slides

 {

Incident Handling and Response Tools

Incident Handling Templates, Checklists,
and Toolkits

Lalbs Simulating a Readl-Time Environment
(Covered in 22 Scenario-Based Labs)
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1y | KEY FEATURES

Incident Handling Playbooks and
Runbooks

|

Compliant with the NICE 2.0
Framework and CREST Certified Incident

Manager (CCIM)

ANAB (ANSI) ISO/IEC 17024 Accredited
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= ) COVERS THE LATEST AND

LARGEST COLLECTION
OF IH&R:
Tools/ Checklists
Templates .
Platforms and Toolkits
Real-Time Playbooks
Case studies and Runbooks Frameworks

Standards, Laws, and Principles

Cheat Sheets :
of Legal Compliance
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*¢ | BENEFITS OF THE ADVANCED
LAB ENVIRONMENT

Practice responding to simulated incidents In
a safe, realistic environment with real-life
networks and platforms.

Every learning objective is demonstrated
through complex and advanced labs,
enabling students to reinforce their

I theoretical knowledge.
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*¢ | BENEFITS OF THE ADVANCED
LAB ENVIRONMENT

Windows, Ubuntu, Parrot Security, Pfsense
Firewall, OSSIM Server, and Android

Forensic Software, Threat Intelligence

Platforms, Network Monitoring Solutions, IH&R
Tools, SIEM Tools and Solutions
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LEARN THE OF
THE INCIDENT HANDLING AND
RESPONSE PROCESS

Incident Recording Incident
Preparation and Assighment Triage
Notification Containment ERence Satgering

and Forensic Analysis

Post-Incident

Eradication Recovery Activitias
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E|CIH MODULES

Introduction to Incident Handling and Response

Incident Handling and Response Process

First Response

Handling and Responding to Malware Incidents

Handling and Responding to Emaill
Security Incidents

Handling and Responding to Network Security
Incidents
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E|CIH MODULES

i

a Handling and Responding to Web Application
Security Incidents

Handling and Responding to Cloud Security
Incidents

@ Handling and Responding to Insider Threats

Handling and Responding to Endpoint Security
Incidents
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Building A Culture Of Security

Become An

E|CIH

EC-Council § Certified Incident Handler

www.eccouncil.org/ecih
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